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Abstract

The detection and localization of deepfake content, particularly
when small fake segments are seamlessly mixed with real videos,
remains a significant challenge in the field of digital media security.
Based on the recently released AV-DeepfakelM dataset, which
contains more than 1 million manipulated videos across more than
2,000 subjects, we introduce the IM-Deepfakes Detection Challenge.
This challenge is designed to engage the research community in
developing advanced methods for detecting and localizing deepfake
manipulations within the large-scale high-realistic audio-visual
dataset. The participants can access the AV-Deepfake1M dataset and
are required to submit their inference results for evaluation across
the metrics for detection or localization tasks. The methodologies
developed through the challenge will contribute to the development
of next-generation deepfake detection and localization systems.
Evaluation scripts, baseline models, and accompanying code will
be available on https://github.com/ControlNet/AV-Deepfake 1 M.

CCS Concepts

« Computing methodologies — Computer vision;  Security
and privacy — Social aspects of security and privacy.
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1 Introduction

Rapid advances in generative Al have significantly transformed
the landscape of digital content creation, making the generation
and manipulation of video [13, 43, 48] and audio [18, 19, 40] more
accessible and efficient than ever before. Although these technolo-
gies have enabled many positive applications in various domains,
they have also created deepfakes, highly realistic but artificially
manipulated media that can misrepresent people without their
consent [29, 58]. Deepfakes pose serious ethical and security con-
cerns, as they can change individuals saying or doing things they
never actually did, leading to widespread misinformation, disinfor-
mation, and even malicious activities such as online harassment
and fraud [2, 36, 38, 44]. The effectiveness of deepfake detection
and localization methods is highly dependent on the datasets. Al-
though the past few years have seen an increase in publicly available
datasets focused on visual-only [17, 23, 26], audio-only [27, 53], and
audio-visual [20] content manipulations, most of these datasets as-
sume that the entire content is either real or fake. This presents
a significant limitation as it overlooks the growing trend of em-
bedding small, subtle manipulations within otherwise real content.
Such clever manipulations can completely alter the meaning of
content, as discussed in [7], yet they are not adequately addressed
by existing benchmark datasets and challenges.

To overcome the gap, the AV-DeepfakelM dataset [4] was intro-
duced, providing a large-scale benchmark of audio-visual content-
based deepfake videos for the task of temporal deepfake localization.
Based on this dataset, the 1M-Deepfakes Detection Challenge not
only focuses on the binary classification of deepfake content, but
also emphasizes the task of localization, which means identifying
the specific timestamps within a video where manipulations have
occurred. The challenge is planned to contribute to improve current
detection methods and aims to run as an ongoing benchmarking
for the next several years, continually introducing new challenges
of deepfake technology to keep pace with its rapid evolution.

2 Related Work

Research on deepfake detection has progressed significantly due to
the development of key datasets created using various manipulation
techniques. Figure 1 outlines these relevant datasets. Korshunov and
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Figure 1: Comparison of related datasets with AV-
DeepfakelM. This figure illustrates a comparison of AV-
DeepfakelM with other accessible datasets, highlighting the
number of subjects and the quantity of real versus fake videos. The
figure is reproduced from the AV-DeepfakelM paper.

Marcel [22] were among the first to curate a deepfake dataset, DF-
TIMIT, which involved face swapping on the Vid-Timit dataset [37].
Subsequently, other notable datasets such as UADFV [51], Face-
Forensics++ [35], and Google DFD [30] were developed. These
datasets are relatively small due to the complexity of face manip-
ulation and the limited availability of open-source manipulation
techniques [26].

In 2020, Facebook introduced the large-scale DFDC dataset [11]
for deepfake classification, comprising 128,154 videos created us-
ing various manipulation methods and featuring real videos of
3,000 actors. DFDC has since become a standard benchmark for
deepfake detection. Following DFDC, several new datasets were
released, including Celeb-DF [26], DeeperForensics [17], and Wild-
DeepFake [59], which focus on the binary task of deepfake classifi-
cation and primarily target visual manipulation detection [9].

In 2021, the OpenForensics dataset [24] was introduced for
spatial detection, segmentation, and classification. More recently,
FakeAVCeleb [20] was released, addressing both face-swapping
and face-reenactment methods with manipulated audio and visual
modalities. ForgeryNet [15] is one of the latest additions to deepfake
detection datasets, focusing on visual-only identity manipulations
and supporting video/image classification as well as spatial and
temporal forgery localization tasks.

In 2022, LAV-DF [7] was introduced as the first content-driven
deepfake dataset specifically designed for temporal localization.
However, LAV-DF suffers from limitations in both quality and
scale. Meanwhile, state-of-the-art methods for temporal localiza-
tion [5, 57] are already demonstrating very strong performance.
AV-DeepfakelM [4] addresses these limitations by enhancing the
quality, diversity, and scale of the datasets available for temporal
deepfake localization.

3 Challenge Description

3.1 Dataset

The challenge is based on AV-DeepfakelM dataset [4]. The AV-
DeepfakelM dataset is a large-scale audio-visual deepfake dataset,
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Figure 2: Data partitioning in AV-DeepfakelM. (a) The count
of subjects within the train, validation, and test sets. (b) The count
of videos present in the train, validation, and test sets. The figure is
adapted from the AV-Deepfake1M paper.
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containing 1,886 hours of audio-visual data from 2,068 unique sub-
jects with diverse background settings. This dataset is positioned
as the most extensive audio-visual benchmarking effort, as shown
in Figure 1. The 1M-Deepfakes Detection Challenge involves two
main tasks:

Deepfake Detection. This task requires identifying whether a
given audio-visual sample of a single subject is deepfake or real.
Deepfake Temporal Localization. This task involves determin-
ing the specific time intervals within an audio-visual sample of a
single subject that is manipulated or fake.

3.2 Data Partitioning

To ensure a robust benchmark for the submitted models, we di-
vided our dataset into train, validation, and test sets. We randomly
allocated 1,657 subjects to the train set and 411 subjects to the test
set, ensuring no overlap between these groups. The validation set
was randomly selected from the train set based on the video level
rather than the identity level. For the test set, we ensured that all
audio manipulations were generated using high-quality VITS mod-
els. Finally, the distribution of the train, validation, and test sets is
65%, 5%, and 30%, respectively (refer to Figure 2 for more details).

3.3 Evaluation Metrics

3.3.1 Deepfake Detection. Deepfake detection is calculated as
video label prediction. For deepfake detection/classification, we
use the area under the ROC curve (AUC). The value is in the range
of [0.5,1] where 0.5 denotes random guesses and 1 perfect predic-
tion.

3.3.2 Deepfake Temporal Localization. For deepfake temporal lo-
calization, we use average precision (AP) and average recall (AR) in
line with previous works [3, 7]. We set the intersection over union
(IoU) thresholds at 0.5, 0.75, 0.9, and 0.95 for AP, and [0.5:0.95:0.05]
for AR. For the number of proposals for AR, we select 50, 30, 20,
10, and 5. Finally, we average all AP metrics and all AR metrics to
compute the overall average values for AP and AR. The average
values of these metrics are then used to obtain the final results. The
score ranges from 0 to 1, where 0 indicates random guesses and 1
represents perfect predictions. The final score S is calculated as:

_ 2IoU€{0.5,0.75,0.90.95) AP@IoU . 2 Ne{50,30,20,10,5} AR@N
B 8 10

S
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Figure 3: Temporal deepfake localization benchmark. This figure compares the performance of state-of-the-art methods on the
AV-Deepfake1lM dataset.
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Figure 4: Deepfake Detection Benchmark. Comparison of state-of-the-art method performance on the AV-Deepfake1lM dataset across
various evaluation protocols.

3.4 Benchmark introduced the Audio-Visual Local-Global Interaction Module (AV-
The results of the off-the-shelf models for deepfake temporal lo- LG Module), which consists of Local Intra-Region Self-Attention,
calization [1, 5, 7, 10, 32, 41, 46, 47, 55, 57] and deepfake detec- Global Inter-Region Self-Attention, and Local-Global Interaction,
tion [1, 6, 8-10, 14, 25, 42, 45, 49, 56] on the AV-Deepfake1M [4] enhancing the fine-grained perception and cross-modal interaction
dataset are depicted in Figure 3 and Figure 4. capabilities of the model on deepfakes detection. The key method for

UQCYV (UQ) team is weakly supervised learning via pseudo-labeling.
Using audio-based and mouth region-based pseudo-labeling, the

4 Challenge Participation Details proposed method gradually filters out high-confidence groups and

In the 1M-Deepfakes Detection Challenge 2024, 191 teams signed adds those pseudo-labeled samples to the training set to fine-tune
the EULA and registered for the challenge. The evaluation was the network until all predictions are high-confidence. Finally, the
carried out on CodaBench [50], facilitating automated participa- third-ranked team, FRIdatas (FRI) has developed an audio-visual
tion, submission, and evaluation. By the submission deadline, there method to detect fake chunks in the video. A frame-based approach
were 1034 successful submissions, indicating significant community with a vision transformer model has been incorporated in a manner
interest. The number of submissions for Task 1 (detection/classifi- that mitigates the impact of different encoder versions in real and
cation) and Task 2 (temporal localization) are not balanced. Specifi- fake videos. For audio, Wav2Vec-XLS-R features with an embed-
cally, the number of submissions to Task 1 is 51% higher than those ding module have been incorporated with temporal convolution
to Task 2. This imbalance suggests that the community focus is operations.

mainly on deepfake detection, thereby overlooking the significant

threat posed by deepfakes that are not fully fabricated. The latest 4.2 Challenge Track 2 (Temporal Localization)
work on deepfake detection methodologies further supports this . . .
In this track, the top 3 teams are Gradiant (Gradiant) [33], Maya

trend [12, 16, 31, 34, 39, 52, 54]. .
rend [ 1 (USTC) and nudt24 (NUDT). The top team, Gradiant, employs the

. . . gMLP method for audio features and complements it with a pathway
4.1 Challenge Track 1 (Detection/Classification) that processes optical flow and RGB features using a UMMAFormer

In this track, the top 3 teams are Fake-detector (USTC), UQCV architecture. The outputs from both pathways are merged to boost
(UQ) and FRIdatas (FRI). The Fake-detector (USTC) team mainly performance. The Maya (USTC) team utilizes the BYOL-A model
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to extract audio features and both TSN and InternVideo models to
extract visual features. The BYOL-A audio features and the Intern-
Video visual features were used for model training in the video-level
deepfake detection task, while the BYOL-A audio features and TSN
visual features were used for the deepfake temporal localization
task. Finally, the third-ranked team nudt24 (NUDT) proposes a Task
Hierarchical Emotion-aware for Fake Detection (THE-FD) architec-
ture that initially handles video-level data (Task 1) and subsequently
naturally adapts to frame-level data (Task 2). The benefit of this
approach is it allows for inheritance and sharing of features while
utilizing a shared structure.

5 Research Impact

Existing deepfakes detection datasets (DFDC [11], DF-TIMIT [22],
Celeb-DF [26], etc.) have made a seminal contribution to the
progress in deepfakes detection. The current set of datasets is lim-
ited by their size and the range of tasks. The latter refers to their
focus on the binary classification task of deepfakes detection only.
For progressing the research in deepfake detection it is important to
learn and evaluate the detectors on varied data representing a large
number of subjects, situations, and contexts. A comparison of the
AV-DeepfakelM with the existing datasets is presented in Figure 1
(for a detailed comparison, please refer to AV-Deepfake1M [4]). The
assumption that manipulation constitutes the entirety of a video
has been shown to fail based on deepfake videos on social media,
where a segment of the video is deepfaked. The 1M-Deepfakes
Detection Challenge will accelerate research in deepfakes analysis
through the availability of both detection and localization tasks.

6 Conclusion and Future Directions

We introduced the 1M-Deepfakes Detection Challenge 2024, the
first challenge addressing content-driven deepfake detection and
localization in well-defined conditions. We presented publicly avail-
able datasets and evaluation protocols for both tasks and evaluated
baseline approaches. The evaluation server will remain accessible
to researchers beyond the 1M-Deepfakes Detection Challenge 2024
deadline, contributing to continuing progress on both tasks.

The task of identifying deepfakes goes beyond the typical clas-
sification approach. In this work, we explore both classification
and localization, however, there are important aspects of deepfake
analysis for future work. A major challenge in deepfakes comes
from the variability due to different cultures and languages. From
an observer’s perspective, detecting deepfakes in non-native lan-
guages is non-trivial [21]. Typically, foreign language videos are
accessed and understood through voice-overs and native language
subtitles. This makes the task of deepfake detection more challeng-
ing, as the semantic context and nuances of a particular culture or
language may be missed by an observer. For a deepfake detector,
scenarios like this require datasets containing content in different
languages and methods that are agnostic to languages.

Beyond Faces: The current literature mainly focuses on the fa-
cial region in a video, as most deepfakes involve facial manipulation.
The perceived meaning of a video can be altered for an observer
with a simple edit to the non-verbal gestures of the subject’s face
and body. There is a need to explore this line of work. An example
is the detection of sign language-based deepfakes [28]. On the other
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hand, in scenarios involving groups of people, changing the group
structure and/or the location of group members can lead to misin-
terpretation. Understanding group structures and the relationships
between group members will be necessary to detect deepfakes in
such conditions.
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